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⁠INTRODUCTION 

The current and harsh realities that humanity faces have brought to the forefront human 

rights that are currently threatened from all sides, whether we are talking about war, 

discrimination, cybercrime or any other forms of violence that endanger fundamental human 

rights that represent the greatest value of humanity, which is why their rights have been 

affirmed, proclaimed, consecrated by legal, material and institutional means, so that the person 

is protected, therefore respect for human rights and fundamental freedoms constitutes the 

essence of a democratic society; there can be no democracy without ensuring the recognition 

and respect for these universally recognized values1 

The world of the 21st century is in an accelerated development not only from a 

sociological and demographic point of view but also technologically, often remaining amazed 

by the technological innovations brought to daily life, by the revolution brought even in the 

legal field, of technology. However, beyond all the benefits that we could list and the role of 

making our lives easier, technology also comes with immense risks and can produce serious 

effects starting from problems, we can say, minor in the social environment, but also serious 

ones that endanger fundamental human rights even in a virtual world, which is why cybercrime 

should be a concern for any lawyer.  

As we illustrated previously, technology is developing rapidly, and on the principle of 

direct proportionality and cybercrime is developing rapidly, according to statistics 75 data are 

stolen every second, an illegal access attack occurs every 39 seconds, and one in five people 

declare that they have been victims of a cybercrime.2 Legislators are trying to keep up with this 

phenomenon, which is why the place of cybercrime, currently, in criminal law occupies an 

equally important place as many particularly serious classic crimes.  

Therefore, cybercrime is a topical issue that endangers human rights because it has no 

borders, and most of the time the simple possession of a device can make us victims of 

 
1 H. Oberdorff, Droits de l'homme et libertés fondamentales, Dalloz, Paris, 2003, p. 1. 
2 Available at: https://nordvpn.com/ro/cybercrimes/ (accessed on 23.04.2024). 
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cybercrime, something that is hard to believe for most people thinking that the online 

environment comes with maximum security, which is why understanding the way 

cybercriminals work is worth studying, understanding and making known, especially since we 

are in a period in which we are addicted to screens. 

1.⁠ ⁠GENERAL CONSIDERATIONS ON CYBERCRIME. REGULATIONS 

Currently, cybercrime is a threat that transcends borders and represents an "umbrella 

concept" that could be qualified by some as being unpredictable. Despite all the doctrinal 

efforts, we currently do not have a legal definition at the international level, although this 

concept has been recognized and adopted by the Council of Europe and the United Nations. 

The lack of a generally accepted definition has not, however, been an obstacle to this concept 

entering the current vocabulary, as cybercrime is easily identified, including in specialized 

literature, case law, various statistical data and even in legislation.3 

From a legislative point of view, legislators have adapted to the times, so a branch of 

computer law is even being discussed, and a global effort is being made to harmonize 

regulations on computer crime. Governments, the private sector and other actors have a duty to 

respect human rights both offline and online. They will work together to enforce legal 

provisions and ensure access to effective remedies for Internet users when they believe their 

rights have been restricted or violated.4 

The Treaty on the Functioning of the European Union in its Article 83 paragraph (1) 

refers to cybercrime in relation to the competence of the European Parliament and the Council 

to legislate on the definition of offences and sanctions in areas considered to be of particular 

gravity and having a cross-border dimension, referring to an unreasonable extension of their 

competence.5 

 Among them we can list the directives at European level, given by the Council of Europe 

and the European Union for combating cybercrime, materialized in uniform regulations. At the 

level of the Council of Europe, several Recommendations have been adopted, namely: R/85/10 

on the practical application of the Convention on Extradition with regard to letters rogatory for 

the surveillance of telecommunications; R/88/2 on measures aimed at combating piracy in the 

field of copyright; R/87/15 on the regulation of the use of personal data in the police sector; 

 
3 G. Zlati, Cybercrime in Romania, https://www.baroul-cluj.ro/wp- content/uploads/2021/07/zlati.pdf accessed on 

23.04.2024 at 18:23 
4 Thorbjørn JAGLAND Secretary General of the Council of Europe. 
5 G. Zlati, Cybercirme, Solomon Publishing, Bucharest 2020, p.10. 
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R/95/4 on the protection of personal data in the field of telecommunications services and R/89/9 

on computer crime, adopted on 13 September 1989. The International Criminal Law 

Association approved the guidelines proposed to national legislators contained in this 

recommendation, at the International Criminal Law Congress, held in Rio de Janeiro, from 4 to 

10 September 1994. The minimum list of acts for which the Council of Europe recommends 

criminalisation, if committed intentionally, is contained in Section II on computer crimes and 

other crimes against information technology, included in the resolution adopted by the congress 

and refers to: computer fraud; computer forgery; damage caused to computer data and 

programs; sabotage of computers; unauthorised access; unauthorised interception; unauthorised 

reproduction of a protected computer program; unauthorised reproduction of a topography.6 

In Romania, "through the new Criminal Code, adopted by Law no. 286/2009, in force 

since February 1, 2014, crimes against the security and integrity of computer systems and data 

are provided for in Chapter VI of Title VII of the Special Part, transposing the provisions of the 

Council of Europe Convention on Cybercrime of November 23, 2001. Based on Government 

Decision no. 1040 of October 13, 2010, the prevention and combating of cybercrime has 

become a strategic objective regarding, above all, security and human rights.  

Through Government Decision no. 271/2013 for the approval of the Cybersecurity Strategy of 

Romania and the National Action Plan regarding the implementation of the National 

Cybersecurity System, the strategic objective was established to maintain a secure virtual 

environment, with a high degree of trust, based on national cyber infrastructures, which would 

constitute an important support for national security and good governance, to maximize the 

benefits of citizens, the business environment and Romanian society as a whole.7 

2.⁠ ⁠VIOLATED RIGHTS 

However, the law does not define computer crimes, but from the provisions of the law, 

case law and specialized literature one can conclude about their object. For example, the generic 

name of "computer crimes" refers to crimes in the field of information technology and computer 

data.  

Practically, computer systems and computer data represent the means of committing 

computer crimes. Illicit acts, respectively, computer crime are directed against social relations. 

For example, computer fraud regulated in art. 249 of the Criminal Code presents the following 

 
6 Published in J.Of.L. 77/1 of 13.03.2013, accessed 24.04.2024 
7 V. Pavaleanu, European Criminal Law (“Drept penal european”), Lumen Publishing House, Iași 2018, p. 74. 
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ways of committing the crime that directly affects the person and this refers to: entering, 

modifying or deleting computer data; restricting access to this data; or preventing in any way 

the functioning of a computer system; in order to obtain a material benefit for oneself or for 

another, if damage has been caused to a person. This can be committed in several ways: 

performing a cash withdrawal operation; loading or unloading an electronic money instrument 

or funds transfer instrument; by using, without the consent of the holder, an electronic payment 

instrument or the identification data that allow its use, by using fictitious identification data, the 

unauthorized transmission of any identification data to another person. The issue was raised in 

judicial practice, a fact debated at the Meeting of Chief Prosecutors of May 3-4, 2023, whether 

the offense provided for in art. 250 para. (1) Criminal Code8 can be held against the perpetrator 

of the offenses of theft or misappropriation of property found or mistakenly received by the 

perpetrator whose object was the non-cash payment instrument subsequently held for fraudulent 

use. 

The case, therefore, refers to a type of computer crime, but in the offline environment 

From the reasons that were the basis of the introduction of the provisions of art. 250 in the 

Criminal Code by Law no. 207/2021 results that the previous appropriation of the payment 

instrument must have been carried out by a person other than the person who commits the crime 

of possession of the payment instrument must have been carried out by a person other than the 

person who commits the crime of possession of the payment instrument for fraudulent use. In 

the hypothesis of the author of the theft/unlawful appropriation of the payment instrument, 

through the corresponding crime - theft, respectively the appropriation of the property found or 

mistakenly reached the perpetrator - its possession with the intention of committing fraud, even 

without actual use, is also sanctioned. The two categories of norms in conflict (art. 228 or art. 

243 of the Criminal Code, on the one hand, and the one provided by art. 250) protect the same 

generic legal object, respectively possession/detention, and are based on a single criminal 

resolution, which obviously leads to the consideration of the potential competition of crimes as 

absurd or unfair.9 

 

 
8 Art. 250 (1) Carrying out a cash withdrawal, loading or unloading of an electronic money instrument or transfer 

of funds, by using, without the consent of the holder, an electronic payment instrument or the identification data 

that allow its use, is punishable by imprisonment from 2 to 7 years. 
9 Available at: https://www.bihorjust.ro/opinia-inm-despre-fraude-electronice/ accessed on 24.04.2024 at14:46. 
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3.⁠ ⁠INVESTIGATION OF COMPUTER CRIME. PROTECTION 

MEASURES 

In the case of the commission of computer crimes, according to the provisions of art. 

288 paragraph (1) of the Code of Criminal Procedure, the competent criminal investigation 

bodies may be notified: complaint or denunciation, through acts concluded by other 

ascertaining bodies provided for by law or notified ex officio, and according to art. 294 ind.1 

of the Code of Criminal Procedure, in the event that "an authorization or the fulfillment of 

another prior condition is necessary in order to order the further conduct of the criminal 

investigation against a certain person, the prosecutor's office, together with the notification of 

the competent institution, submits a report drawn up by the prosecutor, which will include data 

and information regarding the commission of acts provided for by the criminal law by the 

person for whom the authorization is requested".  

The Directorate for Combating Organized Crime is the specialized structure within the 

General Inspectorate of the Romanian Police, which cooperates with similar structures in other 

countries, as well as international bodies authorized in the field of combating organized crime.  

DIICOT also carries out investigative and criminal investigation activities to combat computer 

crimes with electronic means of payment, crimes against confidentiality and data integrity, 

those regarding computer systems and child pornography. The service operates 4 offices (Office 

for Combating Computer Crimes and Those with Means of Payment, Office for Searches and 

Investigation of Computer Systems, Office for Investigating Crimes against Computer Systems, 

Office for Investigating Crimes of Child Pornography through Computer Systems).10 n 

computer crime, evidence can be classified into the following types, according to the standards 

of the "Scientific Working Group on Digital Evidence" (SWGDE) and the "International 

Organization on Computer Evidence" (IOCE): digital evidence that can be original or 

duplicated and is materialized in digital audio evidence, digital video, those produced or 

transmitted by mobile phones, digital faxes.  

Physical evidence in the case of investigation includes electronic devices and appliances 

- computers (central processing unit - CPU, data storage devices, keyboard and mouse), 

additional components, such as modems, printers, scanners, external storage devices; access 

and control devices, such as smart cards and biometric scanners; - computerized diaries (PDAs 

- Personal Digital Assistants); disk drives; memory cards; network components; servers; 

 
10Available at: https://www.politiaromana.ro/ro/structura-politiei-romane/unitati-centrale/directia-de-combatere-

a- criminalitatii-organizate/structura-organizatorica accessed on 24.04.2024 
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rechargeable information storage devices; - mobile phones; digital cameras; copiers; electronic 

tablets; Automated Teller Machine - ATM devices.  

These are marked and labeled, then analyzed by computer specialists.11 

4. JURISPRUDENCE 

The High Court of Cassation and Justice was called upon to rule on a legal question 

regarding whether the act of opening and using an account on a social network open to the 

public (a network that does not require evidence of the use of the real name by the account 

holder), providing the name of another person as a username and entering real data regarding 

this person (information, photos, video images, etc.) meets the typical conditions of the crime 

of computer forgery, provided for by art. 325 of the Criminal Code, with reference to the 

requirements that the action of entering computer data be carried out without right and, 

respectively, result in data that is not in accordance with the truth”.  

Specifically, by Decision no. 4 of January 25, 2021, the High Court established that the 

act of opening and using an account on a social network open to the public, using the name of 

another person as a username and entering real personal data that allows the identification of 

the person, meets two of the essential requirements of the crime of computer forgery provided 

for in art. 325 of the Criminal Code, namely that the action of entering computer data be carried 

out without right and that the action of entering computer data result in data that is not in 

accordance with the truth.  

⁠ ⁠CONCLUSION 

In conclusion, computer crime is a frequent crime, lacking geographical delimitation 

and which brings harmful effects to the social community, this being indirectly supported by 

the extraordinary development of technology, which also forces legislators to keep up with 

modern changes, which sometimes also mean involution, not just evolution. 

 

 

 

 

 

 

 
11 M. Adrian Cristian, Aspects related to the administration of evidence in the case of computer crimes (“Aspecte 

privind administrarea probelor în cazul infracțiunilor informatice”), Acta Universitatis George Bacovia. Juridica, 

Volume 6, Issue 2/2017. 
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