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INTRODUCTION

In 2022, the European Commission (COM) initiated a proposal for the Child Sexual
Abuse Material Regulation (CSAM)!. While the intent to create a legal framework in EU to
protect, and aid Children that are in danger is commendable, the approach is a controversial
one. CSAM, would apply to ,,providers of relevant information society services offering such
services in the Union, irrespective of their place of main establishment” 2, such as Meta (
WhatsApp) or Signal.

In some European cultures, the parental instinct to protect a child from outdoor scrapes
is to forbid them from playing outside altogether. The EU, with the aim of protecting, endeavors
to mandate the scanning of messages through detection orders, creating, in essence, a digital
panopticon watching over millions of communications®, questioning the very nature of end-to-
end encryption (E2EE). Researchers from FZI Research Center equate this to ,,opening all

” 4 and many

letters in all distribution centers every day and checking for unwanted content.
organizations have expressed their dissatisfaction with ,,Chat Control” > while experts, too, are
divided in camps, with some arguing that the regulation is a massive step towards holding the

private sector accountable for their role in Child Sexual Abuse, while others regard it as a trojan

horse which introduces “mass surveillance”®.

! European Commission, Proposal for a Regulation of the European Parliament and of the Council laying down
rules to prevent and combat child sexual abuse, COM(2022) 209 final, Brussels, 11 May 2022, p. 1, available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0209, accessed on 28.09.2025.

21bid, art.1, para (3)

3 FZI Research Center for Information Technology, FZI Position on Chat Control: Initiative jeopardizes the
Sfundamental right of security and confidentiality in digital communication, Karlsruhe 2024, p. 6, available at:
https://www.fzi.de/en/publications/fzi-position-on-chat-control/ , accessed on 28.09.2025

4 Ibid

3> European Crypto Initiative (EUCI), EU Chat Control Regulation, available at: https://eu.ci/eu-chat-control-
regulation/ , accessed on 28.09.2025.

® Dr Sabine K. Witting, Dr Mark R. Leiser, Expert Workshop on EU Proposed Regulation on Preventing and
Combatting Child Sexual Abuse. Outcome Report, Leiden University & ECPAT International, Leiden 2023, p. 1.
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Under the Danish Presidency of the Council of the EU, CSAM became once more a
topic of public debate’, as the Presidency pushes for the regulation to become a reality as soon
as possible. In this circumstances, the current article endeavors to assess the developments of
the proposal, by looking at a more recent compromise text, made publicly online by European
Think Thank Euractiv, and answer the research question: How does the proposed CSAM
Regulation's approach to detecting Child Sexual Abuse align with the CJEU's evolving
jurisprudence on mass surveillance, particularly considering the technical capabilities and error
rates of current detection technologies?

To answer the research questions and contribute to the ongoing academic discussion,
the present paper will blend the perspectives of Proportionality, Lawrance Lessing’s “Code is
Law”, and Michel Foucault's "Panopticism". In the next section, the paper will discuss the
criticism to the original draft as well as the discrepancies between the original draft and the
July Compromise text, made public by Euractiv. The third section will expand on the theoretical
framework, the fourth section will address the research question, and the fifth section will

conclude the paper.
1.THE SHIFTING TERRAIN OF THE CSAM REGULATION.

Experts, in a workshop supported by the Council of Europe and hosted by the Leiden
university in 2022, have voiced concerns that the Proposal of the COM, beyond its probable
effects of mass surveillance, could amount to a general monitoring obligation on digital
platforms to scan for new CSAM®. Conversely, Anderson points that “Chat Control” gives
authorities the ability to undermine E2EE in the name of protection, while also giving ability to
scan for communications for messages indicative of sexual grooming or terrorist recruitment,
and argues that the proposals has profound technical and strategic predicaments, as the child
safety debate should be viewed from the perspective of children at risk of violence, rather than
from that of the security and intelligence agencies and the firms that sell surveillance software.

Others have also raised concerns in connection with CSAM’s compatibility with articles 7,8,

" TechLoop, Return of Chat Control: EU Revives Controversial Proposal to Scan Private Messages, available at:
https://eutechloop.com/return-of-chat-control/ , accessed on 28.09.2025.

8 Dr Sabine K. Witting, Dr Mark R. Leiser, Expert Workshop on EU Proposed Regulation on Preventing and
Combatting Child Sexual Abuse. Outcome Report, Leiden University & ECPAT International, Leiden 2023, p. 12.
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11, and 48, para.1 of the EU charter of Fundamental Rights®'°. The criticism of both scholars
and legal experts signals a profound dissent with the fact that the EU actively took steps towards
creating, a digital panopticon, which converges with the practices of China, and their digital
social credit system, because both “watch over” the digital behavior of the citizens, but for
different purposes. !!

The shift from the original COM proposal to the July 2025 Presidency compromise

t!2 highlights the bloc's struggle to balance child protection with fundamental rights. The

tex
original proposal pushed for broad mandatory detection obligations on service providers,
encompassing known and new CSAM as well as grooming across various content types like
text and audio, with less emphasis on encryption safeguards or phased implementation. In
contrast, the compromise narrows the scope significantly, excluding grooming detection
initially (with a review clause) and limiting it to visual content and URLs, while introducing
protections against weakening end-to-end encryption, requiring user consent for pre-
transmission scanning in encrypted services, and mandating vetted, certified technologies to
minimize errors and cybersecurity risks. It also adds structured risk categorization (high,
medium, low) for services, cross-border delisting orders for search engines, an expanded role
for the EU Centre in technology development and prevention strategies, and a longer, phased
timeline for application (e.g., 48 months for detection orders).While these changes point
towards a retreat from the most invasive aspects of the original proposal, they create other
complex legal problems. Whether requiring 'user consent' for scanning can be considered valid,

if it is a prerequisite to use the platform, and whether even 'vetted' technologies could align with

the CJEU's jurisprudence, remain critical, unresolved questions that demand a deeper analysis.

9 Gesellschaft fiir Freiheitsrechte (GFF), Chat control: incompatible with fundamental rights,
https://freiheitsrechte.org/en/themen/digitale-grundrechte/chatkontrolle, accessed on 28.09.2025

10 FZI Research Center for Information Technology, FZI Position on Chat Control: Initiative jeopardizes the
Sfundamental right of security and confidentiality in digital communication, Karlsruhe 2024, p. 8, available at:
https://www.fzi.de/en/publications/fzi-position-on-chat-control/ , accessed on 28.09.2025

'F. Liang, V. Das, N. Kostyuk, M. M. Hussain, Constructing a Data-Driven Society: China’s Social Credit System
as a State Surveillance Infrastructure, Policy & Internet, vol. 10, no. 4, 2018, pp. 415-453, available at:
https://doi.org/10.1002/p0i3.183, accessed on: 28.09.2025.

12 Council of the European Union, Proposal for a Regulation of the European Parliament and of the Council laying
down rules to prevent and combat child sexual abuse — Presidency compromise texts, Brussels, 1 July 2025,
available at: https://www.euractiv.com/wp-content/uploads/sites/2/2025/07/CSAM-Compromise-1-July-2025-
EURACTIV.pdf, accessed on: 28.09.2025.
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2. THE THEORETICAL FRAMEWORK: PROPORTIONALITY, CODE,
AND THE PANOPTICON

2.1. Proportionality, and CJEU

The CJEU is known to have included the principle of proportionality into its
jurisprudence for an extensive amount of time'®, and was further solidified with its addition into
the Treaty on European Union'4. However, such incorporation has led to some scholars raising
concerns about the pejorative implications for fundamental human rights.'*> Proportionality as
a legal construction and a methodological tool is made up of four components: proper purpose,
suitability, necessary means, and a proper relation between the benefit gained by realizing the
proper purpose and the harm caused to the constitutional right (better known as “proportionality
stricto sensu ”)'®,

Proper Purpose demands that the objective underlying the restriction is sufficiently
important to warrant overriding a protected right, relating to concerns that are pressing and
substantial in a free and democratic society, sometimes requiring an assessment of the urgency
of the purpose; Suitability, implies that the means chosen to achieve the proper purpose be non-
arbitrary and rationally connected to that objective, meaning the means must be capable of
advancing the legislative purpose; Necessary Means dictates that the chosen legal mechanism
must restrict the right "as little as possible," requiring the selection of the least restrictive
alternative means available among those equally effective for achieving the objective ; and
finally, Proportionality Stricto Sensu (Balancing) requires a final assessment that the effects of
the means on the right are proportional to the importance of the objective identified, focusing
critically on balancing the marginal social importance of the benefit gained by realizing the
purpose against the marginal harm caused to the constitutional right, reflecting the society’s

judgment that a proper purpose alone is never sufficient to justify using any means'’.

13 E. Sliwinski, “Principle of proportionality as a threat to criminal-law-related fundamental rights”, The New
Journal of European Criminal Law, 2023, https://doi.org/10.1177/20322844231158323, accessed on 28.09.2025.
14 Consolidated version of the Treaty on European Union, Title I: Common Provisions, Article 5(4) (ex Article 5
TEC), Official Journal of the European Union, C 115, 9 May 2008, p. 18, https:/eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:12008M005:EN:HTML, accessed on 28.09.2025.

15 E. Sliwinski, “Principle of proportionality as a threat to criminal-law-related fundamental rights”, The New
Journal of European Criminal Law, 2023, https://doi.org/10.1177/20322844231158323, accessed on: 28.09.2025.
16 Aharon Barak, “The nature and function of proportionality,” in Proportionality. Constitutional Rights and their
Limitations, Cambridge University Press, Cambridge 2012, https://doi.org/10.1017/CBO9781139035293.009,
accessed on: 28.09.2025, p. 131.

17 Ibid,p.132
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The principle of Proportionality will serve as the legal basis for answering research
questions and contributing to the ongoing academic discussion on CSAM. The additional two
theoretical concepts will serve as means of nuancing the current discussions and widening the

perspective.
2.2. Code can be Law

Lessig’s argues that code is law, and that the inherent architecture of digital systems
operates as a powerful and often invisible form of regulation alongside traditional modalities
such as law, markets, and social norms. This digital environment is not passive; it functions as
a distinct regulatory mechanism that imposes constraints through technical design, effectively
defining and disciplining what individuals can and cannot do, and thereby constituting the
"politics" embedded in the system!®. Similar to the ways in which the manufacturer of a vehicle
inherently limits its uses, by putting constraints regarding the maximum driving speed, for
example. Lessig emphasizes that because this architectural control enforces constraints
automatically, it threatens liberty by making the digital realm the most regulable space humans
have ever known, enabling the easy identification of "anyone with a digital identity. In the
context of this paper, Lessing’s theoretical concepts allows for further critical insights into the
compromise text, facilitating the tools for a multifaceted analysis of the user consent dimension
from the revised version of the CSAM, as well as the immanent mechanism guiding the

proposed legislation.
2.3. Panopticism

Foucault conceptualizes the Panopticon, based on Jeremy Bentham’s architectural
design, not merely as a physical structure (an annular building with a central, windowed tower),
but as the diagram of a mechanism of power reduced to its ideal form. Its essential function is
to induce in the subject a state of conscious and permanent visibility that inherently sustains
power, ensuring the surveillance is permanent in its effects even if discontinuous in action. The
crucial value of the mechanism lies in its ability to dissociate the see/being seen dyad: those in
the periphery are constantly visible without ever seeing the observer, who, conversely, sees
everything without being seen. This non-reciprocal gaze forces the individuals to internalize

the constraints of power, making them the principle of their own subjection, thus creating a

18 L. Lessig, Code: Version 2.0, Basic Books, New York 2006.
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highly effective, non-corporal, and economically efficient form of discipline that can be
generalized and applied across entire systems. '’

Through employing this concept, the current papers endeavors to concoct a multilayered
perspective on the implications of CSAM, moving beyond a purely legal discussion grounded
in the Principle of Proportionality. As CSAM is a regulation impacting people from 27 Member
States, most have no malicious intent towards Children. It is not only about flagging an innocent
person, but the implications of knowing that there might be legally legitimized digital

panopticon architecture, which fundamentally changes how people communicate.
2.4. Synthesis

Answering the research question requires a multilayered theoretical framework that
moves beyond a purely doctrinal analysis. The principle of Proportionality provides the legal
backbone, directly addressing how the CSAM Regulation aligns with the CJEU's formal
jurisprudence. Yet, to critically assess the "technical capabilities and error rates" of the
presumed detection systems, Lessig's concept provides additional depth as it reframes the
technical flaws not as mere inconsistencies, but as features of a limiting regulatory architecture
whose very suitability and necessity are legally questionable. Finally, Foucault's "Panopticism"
is adds a necessary socio-legal layer to articulate the societal implications of the architecture,
the implications of constant potential observation, which gives weight to the balancing act
within the proportionality test itself. Together, the chosen framework provides a multi-level

lens to answer the research question.
3. HOW PROPORTIONAL IS THE COMPROMISE TEXT?

3.1. Proper Purpose

Concerning the proper purpose of CSAM, it is uncontroversial to say that protecting children
from sexual abuse provides a solid base to limit rights, because it relates to concerns which are pressing

and substantial in a free and democratic society. It also arguably builds on article 24 of the EU charter of

19 M. Foucault, “Panopticism,” in Discipline & Punish: The Birth of the Prison, Race/Ethnicity: Multidisciplinary
Global Contexts, vol. 2, no. 1, Autumn 2008, pp. 112, Indiana University Press, http://www.jstor.com/stable/255
94995, accessed on: 28.09.2025
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20 21

Fundamental Rights as well as on the fact that the CJEU has recognized child protection as

a compelling objective that may justify significant rights restriction®.
3.2. Suitability and Necessity of the Means

Impediments start to appear in relation to the Suitability of the means. While the
compromise text, for purposes of “future proofing”® does not explicitly mention the
technological means to fulfil the purpose of the regulation, it can be assumed with great
certainty that Al will play an indispensable role in scanning the communications and flagging
possible harmful content. Considering this, one must acknowledge the innate inexorable

2425 which, ceteris

tendency of Al to hallucinate and miscategorized, as current research shows
paribus, can lead to great accuracy errors. Even though the COM shall assess accuracy and
reliability of the relevant technologies every 3 years, this approach appears one disconnected
from the empirical reality of technology development, considering that the difference between

1?6 27 suggesting a

the launch of 03 and GPT 5 models by OpenAl was roughly 5 months apa
need to reassess quarterly during the year rather than every 3 years.

There are no reliable estimates on the number of communications exchanged in the EU
daily to date, but it is fair to assume that they are in the order of billions drawing from available
data®®. In such circumstances, an error rate of even just 1% (even though it is much likely to be
)2

higher given current state of technology)~” could cause legal hurdles for hundreds of thousands

20 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, Art. 24, 2025, available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT, accessed on 29.09.2025

2 Aharon Barak, “Proper purpose” (ch. 9 in Proportionality: Constitutional Rights and Their Limitations),
Cambridge University Press, Cambridge, 2012, p. 280, DOI: https://doi.org/10.1017/CB0O9781139035293.013,
accessed on 29.09.2025.

22 Court of Justice of the European Union, Dynamic Medien Vertriebs GmbH v Avides Media AG (Case C-244/06),
Judgment of 14 February 2008, para. 42, https://eurolex.europa.eu/legalcontent/EN/TXT/?uri=CELEX:62006CJ
0244, accessed on 29.09.2025.

23 Council of the European Union, Proposal for a Regulation of the European Parliament and of the Council laying
down rules to prevent and combat child sexual abuse — Presidency compromise texts, Brussels, 1 July 2025, p.7,
https://www.euractiv.com/wp-content/uploads/sites/2/2025/07/CSAM-Compromise-1-July-2025-
EURACTIV.pdf, accessed on 28.09.2025.

24 Ziwei Xu, Sanjay Jain & Mohan Kankanhalli, “Hallucination is Inevitable: An Innate Limitation of Large
Language Models”, available at: https://doi.org/10.48550/arXiv.2401.11817, accessed on 29.09.2025.

25 Fahririn, Cakra Heru Santosa & M. Thsan Maulana, “Implementation of Artificial Intelligence by Kominfo in the
Enforcement of Pornographic Content on Social Media Twitter (X)”, Walisongo Law Review (Walrev), vol. 6,
no. 2 (2024), pp. 109-121, available at: 10.21580/walrev.2024.6.2.25737, accessed on 29.09.2025

26 Council of the European Union, Proposal for a Regulation ... (Presidency compromise text), p. 33

27 OpenAl, “Introducing GPT-5”, available at: https://openai.com/index/introducing-gpt-5/, accessed on
29.09.2025.

28 Cai Ellis & Charlotte Evans, “How many emails are sent per day? (Fresh data for 2025)”, EmailTooltester,
July 17, 2025, available at: https:/www.emailtooltester.com/en/blog/how-many-emails-are-sent-per-day/,
accessed on 29.09.2025

29 Fahririn, Santosa & Maulana, “Implementation of Al by Kominfo”
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of innocent Europeans, daily, potentially stressing the judicial system unnecessarily. Building
on the Case C-70/10 of the CJEU where the court motivated its decision, referring to a “system
that would be unlikely to distinguish adequately between unlawful content and lawful content,
with the result that its introduction could lead to the blocking of lawful communications.”*
Such a conclusion is highly relevant in the context of CSAM.

The suitability aspect is complicated by the regulation's use of automated detection as
an architectural constraint rather than ex-post enforcement mechanism. As Lessig observes,
when code functions as law, constraints operate before behavior occurs, not after’!. The
proposal’s lacuna regarding “vetted technology”, and how it will be used to guarantee that
lawful communications will not suffer prejudice, is problematic, because a scanning tool prone
to mistakes has high chances of proving unfit for purpose. Furthermore, the CSAM case also
suffers from the fact that it cannot guarantee that real criminals cannot avoid the system or
demonstrate that actual perpetrators mainly use the platforms that the regulation targets.

The CSAM Compromise attempts to address proportionality concerns through several
key limitations. Such as restricting detection orders to visual content and URLSs only, explicitly
excluding text and audio content. Additionally, Detection in end-to-end encrypted
communications requires explicit user consent, with users able to continue using non-visual
aspects of the service if they refuse consent, creating a de facto constraint. The regulation
establishes a risk categorization system where only high-risk services can be subject to
detection orders, and only as a "measure of last resort" after risk mitigation measures prove
insufficient. Additionally, the compromise includes judicial or independent administrative
oversight for detection orders, mandatory human oversight of detection results, and time
limitations on the duration of such orders.>?

The architecture of a system that introduces the need to “consent” to access the full
features of a platform is an appropriate illustration of how code can turn into law, and points
towards developments that could eventually lead to the user being “de facto” constrained to
consent, because otherwise they cannot access the platform and are left out. This not only
constitutes a form of de facto law through code, but arguably puts forward a form of “consent
or pay” model, which according to the European Data protection Board’s Opinion is defined as

a “model where a controller offers data subjects a choice between at least two options in order

30 Court of Justice of the Buropean Union, Scarlet Extended SA v Société belge des auteurs, compositeurs et
éditeurs SCRL (SABAM), Case C-70/10, Judgment of 24 November 2011, available at: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:62010CJ0070, accessed on 29.09.2025

3L, Lessig, Code: Version 2.0, Basic Books, New York 2006.

32 Council of the European Union, Proposal for a Regulation
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to gain access to an online service that the controller provides: the data subject can 1) consent
to the processing of their personal data for a specified purpose, or 2) decide to pay a fee and
gain access to the online service without their personal data being processed for such purpose”
33 In this case, the fee to be supported is arguably the opportunity cost of not being able to
access the full functionality of the platform. Also considering into the equation the definition
of consent according to the GDPR as “any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or
her** it appears that the architecture of the system renders impossible a free indication of
intention, because choice between consenting or not accessing the feature, represents a built in
constraint®. Further questioning the suitability of the means employed.

The compromise text brings further ambivalence into the E2EE matter, as it states that
cyber-security and encryption are protected comprehensively, yet detection in interpersonal
communication will still be carried by the provider, but with user consent.*®. CJEU standards
from Joined Cases C-293/12 and C-594/12 37 and Joined Cases C-203/15 and C-698/15%,
highlight that the court’s jurisprudence, in the first case, considered the pervasiveness of data,
the breadth of the population * to hold that the limits were not in compliance with the principle
of proportionality in light of the Articles 7 and 8 from the EU charter.*® And in the second case,
that it is required, in relation to the retained data, to have “sufficient guarantees of the effective

protection of their personal data against the risk of misuse™*!

suggest that. even though the
compromise text did take steps to make limitations, the overarching idea is still to pervasively

scan communications on the platform, while offering little safeguards against the misuse of

33 Buropean Data Protection Board, Opinion 08/2024 on Valid Consent in the Context of Consent or Pay Models
Implemented by Large Online Platforms, para. 14,17 April 2024, available at: https://www.edpb.europa.eu/our-
work-tools/our-documents/opinion-board-art-64/opinion-082024-valid-consent-context-consent-or_en, accessed
on: 29.09.2025

34 Regulation (EU) 2016/679 of 27 April 2016 (GDPR), OJ L 119, 4.5.2016, Art. 4(11), available at: https://eur-
lex.europa.eu/eli/reg/2016/679/0j/eng, accessed on 29.09.2025

35 EDPB, Opinion 08/2024 (17 Apr 2024), para 177.

36 Council of the European Union, Proposal for a Regulation, p. 60

37 Court of Justice of the European Union, Digital Rights Ireland Ltd v Minister for Communications, Marine and
Natural Resources and Others (joined Cases C-293/12 & C-594/12), Judgment of 8 April 2014, paras. 56, 69,
available at: https://eur-lex.curopa.eu/legal-content/EN/TXT/?uri=CELEX:62012CJ0293, accessed on 29.09.2025
38 Court of Justice of the European Union, Tele2 Sverige AB v Post- och telestyrelsen and Secretary of State for
the Home Department v Watson & Others (Joined Cases C-203/15 & C-698/15), Judgment of 21 December 2016,
ECLIL:EU:C:2016:970, paras. 109, 115, available at: https://eur-lex.curopa.cu/legal-
content/EN/ALL/?uri=CELEX:62015CJ0203, accessed 29.09.2025

3 CJEU, Digital Rights Ireland (Joined Cases C-293/12 & C-594/12), Judgment 8 Apr 2014, para 56.

40 CJEU, Digital Rights Ireland (Joined Cases C-293/12 & C-594/12), Judgment 8 Apr 2014, para 69.

41 CJEU, Tele2 Sverige AB & Watson (Joined Cases C-203/15 & C-698/15), Judgment 21 Dec 2016, para 109.
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data. Thus, the proposal in its current form would most likely still infringe on the Articles 7, 8

as in the joined Cases C-293/12 & C-594/12+.
3.3. Proportionality Stricto Sensu

Marginally analyzing vis-a-vis proportionality stricto sensu, hints that the CSAM
Compromise produces questionable marginal benefits, as commercial platforms already engage
in extensive voluntary scanning® #*, false positive rates would overwhelm law enforcement
resources, and real perpetrators could circumvent detection through technical modifications.
Meanwhile, the marginal harm is considerable: systematic monitorization and potential
misflagging for scanning of all private communications creates a "feeling of constant
surveillance"*, like the panopticon, which was condemned in joined Cases C-293/12 & C-
594/12, and would functionally undermine end-to-end encryption despite formal protections,
creating unintended effects on democratic discourse, while also establishing critical
vulnerabilities in IT Infrastructure susceptible to abuse by third parties*®. A measure that
systematically introduces security flaws to achieve a security objective is arguably unsuitable
and disproportionate on its pursuit of objectives. Additionally, There still is a great probability
that even in its current form, the compromise may still violate the "essence" of privacy rights
protected under Article 7 EU Charter. As the Court established in Case C-362/14*7. The CJEU’s
findings from the Joined Cases C-511/18, C-512/18 & C-520/18 that the limitations must come
in light of what is “strictly necessary” directly applies to the CSAM regulation's systematic
requirements, as detection orders, even with de facto coerced consent, move beyond the realm
of strict necessity, because of the current context of voluntary flagging already practiced by the

industry.

42 EU Charter, Art. 7. EU Charter, Art. 8.

4 Tech Coalition, “An Update on Voluntary Detection of CSAM”, April 11, 2024, available at:
https://technologycoalition.org/resources/update-on-voluntary-detection-of-csam/, accessed on 29.09.2025.

4 National Center for Missing & Exploited Children, “CyberTipline Data 2024”, available at:
https://www.missingkids.org/gethelpnow/cybertipline/cybertiplinedata, accessed on 29.09.2025

4 CJEU, Digital Rights Ireland, para. 37.

46 Peter Christian Bech-Nielsen, “Chat Control Could Become IT Nightmare — Danish Companies: Expert
Suggests Alternative Solution”, ING.dk, August 21, 2025, available at: https://ing.dk/artikel/chat-control-could-
become-it-nightmare-danish-companies-expert-suggests-alternative-solution, accessed on 29.09.2025

47 Court of Justice of the European Union, Maximillian Schrems v Data Protection Commissioner (Case C-362/14),
Judgment of 6  October 2015 para. 94, available at:  https:/eur-lex.europa.cu/legal-
content/en/TXT/?7uri=CELEX:62014CJ0362, accessed on 29.09.2025
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CONCLUSION

This paper's analysis highlights that the proposed CSAM Regulation, despite
itscompromise revisions, diverges with the CJEU's established jurisprudence on mass
surveillance. While child protection constitutes an unquestionably legitimate purpose, the
regulation's current state appears to fail the Court's proportionality requirements.

The analysis suggests discrepancies across most proportionality criteria. The suitability
of means is compromised by current detection systems' inherent error rates, which would most
likely subject millions of innocent communications to daily scrutiny. The necessity test fails
given existing voluntary detection by platforms, questioning whether mandatory scanning
represents the least restrictive alternative. Most critically, the "consent" mechanism creates de
facto coercion, as users must either consent to surveillance or lose functionality, transforming
apparent voluntary participation into mandatory submission. This architectural constraint
exemplifies Lessig's warning about code becoming law through technical design rather than
democratic process.

The CJEU's condemnation of creating a "feeling of constant surveillance" (Joined Cases
C-293/12 & (C-594/12) applies directly to CSAM's systematic monitoring framework. The
Court's requirement that limitations be "strictly necessary" are hard to reconcile with
transforming every digital platform into a surveillance node. Despite narrowed scope and
additional safeguards, the compromise text fails to address the fundamental incompatibility
between mass scanning and the essence of privacy rights under Articles 7 and 8 of the EU
Charter.

To answer the research question: The CSAM Regulation's detection approach,
according to this paper’s analysis, does not align with CJEU jurisprudence on mass
surveillance. Current technical capabilities lack required precision, while inherent error rates
create disproportionate risks to fundamental rights unjustifiable even by compelling child
protection interests.

The EU stands at a defining moment for digital privacy and security. While work on CSAM
must continue, it requires more time in the incubator, developing solutions that protect children
without constructing a digital panopticon that would irreversibly transform private
communication in Europe. The challenge remains not whether to protect children, but how to

do so while preserving the freedoms that define the European project itself.
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