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INTRODUCTION

The foundation of any democratic country consists of free and fair elections - providing
every citizen with the opportunity to express their will and shape the future governance of their
country. In our increasingly digitalized era, targeted political messaging through personal data
leveraging and algorithm perfection is used gradually more by political actors! as a way to
influence elections®. While, personal data-driven campaigning, especially on digital platforms,
raises significant concerns regarding democracy by possibly altering electoral integrity through
manipulation of voters. The EU regulates the processing of data protection, including data that
can be considered sensitive in nature, through the General Data Protection Regulation [GDPR]?
and the ePrivacy Directive. Moreover, digital platforms have obligations related to
transparency and profiling imposed on them through the Digital Services Act [DSA].° The rapid
evolution of political advertising tactics online by using algorithmic tools represents a clear
challenge for future-proof regulation of microtargeting, along with concerns over privacy,
transparency, and overall election integrity as the line between persuasion and manipulation is

getting blurred.

I B. Zarouali, T. Dobber, Guy de Pauw and others, Using a Personality-Profiling Algorithm to Investigate Political
Microtargeting: Assessing the Persuasion Effects of Personality-Tailored Ads on Social Media (2020) 49(8)
Communication Research 1066, 1067, available at: https://journals.sagepub.com/doi/10.1177/009365022096196
5 accessed on 01.06.2025.

2 Glen Kefford, Katharine Dommett, Jessica Baldwin-Philippi and others, Data-driven campaigning and
democratic disruption: Evidence from six advanced democracies (2022) 29(3) Party Politics 448, 455 available at:
https://journals.sagepub.com/doi/10.1177/13540688221084039 accessed on 16.02.2025.

3 Regulation (EU) 2016/679 Of The European Parliament And Of The Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119.

4 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and
electronic communications) [2002] OJ L 201.

5 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) [2022] OJ L 277, art 15.
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An illustration of these challenges occurred during the 2024 Romanian presidential
elections which were annulled after the Romanian Constitutional Court found that one of the
candidates used digital technologies illegally to promote himself by using targeted advertising
techniques on TikTok.® In addition, he promoted misleading information to specific groups and
made use of covert influencer marketing, leading to further misinformation and manipulation
of viewers.”

As for the research methods, doctrinal legal research will be employed, critically
analyzing existing legal texts, including EU directives and national laws on data protection and
electoral matters, alongside relevant case law and scholarly interpretations. The research will
examine the applicability of these provisions to political microtargeting, identifying potential
gaps and inconsistencies in their implementation across Member States. The paper will consist
of 4 main chapters that will each discuss the details through subsequent sections. The first
chapter will provide an overview of what political microtargeting is, how it works, and why it

can be problematic from a legal perspective.

1. THE PROCESSING OF PERSONAL DATA AND POLITICAL
MICROTARGETING

Modern day political microtargeting emerged in the early 2000s along with the rise of
digital technologies, with the 2004 USA presidential elections as its first notable use in political
campaigns®, and later on in 2008, Obama first making use of microtargeting on platforms such
as Facebook to gain votes. The massive collection of about 87 million Facebook users’ data’
for political elections disruption by creating psychographic profiles of voters, in the case now
known as Cambridge Analytica, only further established the rise of this phenomenon.!°

Political microtargeting [PMT] has been referred to as data-driven campaigning'!, and

can be described as the placement of targeted messages for users of online platforms with the

¢ Romanian Constitutional Court’s press release of 6th December 2024 regarding the annulment of the presidential
elections accessed 20 April 2025.

7]. Gill, How Calin Georgescu's TikTok presence rocked the Romanian election (Context, 4th December 2024)
accessed on 01.06.2025.

8 L. Bunting, The Evolution of American Microtargeting: An Examination of Modern Political Messaging (2015)
1(2) Butler Journal of Undergraduate Research 5 available at: https://digitalcommons.butler.edu/bjur/voll/iss1/2/
accessed on 01.06.2025.

° D.Ingram, Facebook says data leak hits 87 million users, widening privacy scandal (Reuters, April 4 2018)
https://cy-scandalidUSKCN1HB2CM, accessed on 03.03.2025.

10 M. Sam, Facebook-Cambridge Analytica: A timeline of the data hijacking scandal (CNBC, 10 April 2018)
accessed on 03.03.2025.

I1'F, J. Zuiderveen Borgesius, J. Méller, S. Kruikemeier and others, Online Political Microtargeting: Promises
and  Threats  for  Democracy  (2018) 14(1) Utrecht Law Review, 82 available at:
https://utrechtlawreview.org/articles/10.18352/ulr.420, accessed on 01.06.2025.
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ultimate goal of influencing their political beliefs and ideas on topics of public concern.'> What
most scholars agree on regarding the definition of PMT is that this phenomenon involves the
collection of data from users, the analysis of their behavior and susceptibility to certain political
messages, and the delivery of tailored or targeted messages to them.!® The main difference
between regular political targeting and microtargeting is the level on which it operates.
Traditional targeting operates on a group level, while PMT does so on an individual level.'*
Nowadays, political microtargeting is used online by combining ‘data-driven research
of voters with personalized political advertising’!®>. This can be done through the use of
predictive models in order to target personalized messages to users which data has been
massively collected or by tracking users behavior online in order to display targeted
advertisements. Microtargeting online does not only consist of analyzing and making use of
public data, but also personal data inferred from users’ online behavior and predicts their
preferences further. With the evolution of Al and targeted algorithms on social media platforms,
political microtargeting has evolved to a level never seen before in political campaigns, as
voters can now be profiled based on the processing of data such as their political affiliation,
consumer behavior and even their emotional state, by analyzing their searches, their interests,
and simply what they engaged with while scrolling on their phones.!'® By filtering voters into
echo chambers that reinforce existing views and eliminate dissenting perspectives,

microtargeting contributes to the deepening of polarization in our current society.!”

2. THE EU LEGAL FRAMEWORK ON PERSONAL DATA
PROTECTION AND POLITICAL MICROTARGETING

Within the EU, citizens are granted several fundamental rights closely related to
political microtargeting, all guaranteed through the Charter of Fundamental Rights of the

European Union.'® These are the right to private and family life, the right to personal data

12 J. Jaursch, Defining Online Political Advertising: How Difficulties in Delineating Paid Political Communication
Can Be Addressed (Stiftung Neue Verantwortung, 2020).

13 P. Orestis, Hegelich, Simon, Shahrezaye, Morteza and others, Social media and microtargeting: Political data
processing and the consequences for Germany, (2018) 5(2) Big Data & Society’3  available at:
https://journals.sagepub.com/doi/10.1177/2053951718811844 accessed on 03.03.2025.

4 T. Dobber, Data & Democracy: Political microtargeting: A threat to electoral integrity? (PhD Thesis,
University of Amsterdam 2020)

15 Zuideveen (n 16) 82.

16'S Machkovech, Report: Facebook helped advertisers target teens who feel “worthless” (Ars Technica, 1 May
2017) accessed on 03.03.2025.

17 N. Witzleb, M. Peterson, Micro-targeting in Political Campaigns: Political Promise and Democratic Risk in
Uta Kohl Jacob Eisler, Data-driven personalisation in markets, politics and law (Cambridge University Press,
2021).

18 Charter of Fundamental Rights of the European Union [2016] OJ C 202.
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protection, freedom of expression and information and the right to vote and stand for election.
In order to implement these rights effectively, the European Union established the current legal
framework for the protection of personal data and privacy of individuals online, consisting of

the GDPR, the Privacy Directive,'” and the DSA.?°

2.1. Consent and Transparency in Data Processing

One of the central issues regarding political microtargeting is reflected in the lack of
informed and explicit consent for the collection and processing of personal and special
categories of data. According to the GDPR, the processing of data must be done in a lawful,
fair, and transparent manner and collected only for specified legitimate purposes and limited to
only what is necessary as per the principle of data minimization. Current political
microtargeting practices lack sufficient transparency to ensure that users are adequately
informed about the true purposes for which their personal data is being processed.?! This is
contrary to the rights prescribed for the data subjects within the GDPR as they must not be
surprised about the purposes of the data processing,”> which in many cases does not happen as
the actual purpose of political ads and the initial terms users subscribed to differ.?

According to the European Data Protection Board, there are two legal bases available
to controllers for the processing of data on social media for targeting.?* While users do agree
with terms and conditions and privacy policies from diverse social media providers when using
these, political microtargeting extends beyond the scope of general processing for contractual
or legitimate interests that companies often justify. It is unrealistic to assume that users provide

informed and meaningful consent to the use of their data for political advertising.

19 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and
electronic communications) [2002] OJ L 201.

20 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act) [2022] OJ L 277.

21 C. Blasi Casagran, M. Vermeulen, Reflections on the murky legal practices of political micro-targeting from a
GDPR perspective, (2021) 11(4) International Data Privacy Law, pag. 348, 354, available at:
https://doi.org/10.1093/idpl/ipab018 accessed on 17.04.2025.

22 Article 29 Data Protection Working Party, Guidelines on transparency under Regulation 2016/679 (WP260
rev.01, 11 April 2018), available at: https://r-regulation_en accessed on 01.05.2025.

23 Blasi, Vermeulen (n 58)

24 European Data Protection Board, Guidelines 8/2020 on the targeting of social media users Version 1.0
Adopted on 2 September 2020° 1 (2020), pag 49.
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2.2. Use of Sensitive and Possibly Inferred Political Data

It is known that most online platforms collect extensive sets of user data to infer individual
interests and personalize content through algorithmic recommendations.?> However, some of
this data may indirectly reveal sensitive information such as ethnic background, political views,
sexual orientation, or health information which falls under the “special categories of data”
protected by Article 9 of the GDPR.2° Processing such data requires users’ explicit consent.
This creates a regulatory blind spot and undermines the effectiveness of the GDPR in addressing
political microtargeting. Political opinions could be indirectly inferred from seemingly non-
political data, such as user engagement with content related to climate change, economy, or
migration.

The Digital Service Act [DSA] strengthens the EU’s ability to enforce accountability in the
regulation of online platforms, particularly Very Large Online Platforms [ VLOPs], by imposing
greater responsibility in managing accountability of illegal and harmful content, including
disinformation and manipulative political content amplified by algorithms. It ensures that
platforms will guarantee more transparency and control over the feed, and over how the
algorithm ranks content for users, offering them the option to opt out of personalized content.?’
These obligations also apply to ads, as users have the option to understand why certain ads
appear on their feeds, while paid advertising campaigns are subject to mandatory signaling on
platforms. Moreover, relevant to political microtargeting is the prohibition of targeting ads

based on sensitive data such as ethnicity, sexual orientation, and, of course, political data.
3. THE 2024 ROMANIAN PRESIDENTIAL ELECTIONS

3.1. Background of the 2024 Romanian Presidential Elections

As assessed in Chapter 2, the current EU legal framework remains insufficient in
safeguarding citizens’ privacy during elections, particularly political microtargeting. These
shortcomings were evident during the 2024 Romanian presidential elections, especially through

the use of platforms like TikTok for political campaigning.

25 Ragnhild Eg, O.D. Tennesen, M. Kolberg Tennfjord, 4 scoping review of personalized user experiences on
social media: The interplay between algorithms and human factors, (2023) Computer in Human Behavior Reports,
accessed on 01.06.2025.

26 Peter van de Waerdt, Data is Power (PhD Thesis, University of Groningen 2024), available at: https:/pure.rug
.nl/ws/portalfiles/portal/1150810645/Chapter_2.pdf accessed on 01.06.2025.

%7 Digital Service Act, art 38

22


https://pure.rug.nl/ws/portalfiles/portal/1150810645/Chapter_2.pdf
https://pure.rug.nl/ws/portalfiles/portal/1150810645/Chapter_2.pdf

Law Review

UMFST LEX HUB

Romania is a semi-presidential republic, where the president holds both symbolic and
functional powers, including foreign policy and nominating the prime minister.?® The country
has a democratic multi-party system, engaged in diverse political ideologies from left-leaning
and right-leaning centrist politics to more populist/far right parties (such as Alliance for the
Union of Romania AUR).? The 2024 Romanian presidential elections occurred in a tense
political climate marked by deep polarization, declining trust in public institutions, and an
already ever-present growing influence of populist parties in the country. Despite polls
predicting a runoff between other candidates, the first round of the Romanian presidential
elections unexpectedly saw independent candidate Cilin Georgescu receive the most votes.*°
In Romania the president is elected through two rounds, in case no majority of electors is
reached in the first one.*! This outcome came as a surprise in a country where electoral politics
have long been dominated by traditional parties and mainstream political figures, underscoring
the increasing influence of alternative campaigning strategies and the digital information
environment.

The candidate took populist, “anti-EU” and ultranationalist stances and promoted
several conspiracy theories on the internet in the time before the elections.>? These views gained
significant visibility due to TikTok’s algorithmic system, which is shown to amplify
controversial content, reports proving that TikTok regularly even promoted networks spreading
far-right and conspiratorial narratives by pushing them through personalized recommendations,
increasing their reach and potential influence on public opinion overall.>* Social media
platforms, however profit from this type of content, as its virality increases user engagement
and prolongs time spent on the platform, boosting advertising revenue.** Furthermore, this
creates a self-reinforcing cycle in which misinformation and often polarizing narratives are not

only amplified but profitable. Over time, the repeated exposure to such content contributes to

28 The Consitution of Romania, 1991, art 80

2 Qana I. Armeanu, The Fast Rise of Populist Radical Right Parties: Evidence from the Alliance for the Union of
Romanians (2025) Government and Opposition, pag 7, available at: https://es-evidence-from-the-alliance-for-the-
union-of romanians/65770E82A27428606F7BF73CFDF12E4E, accessed 17 April 2025

30 Digi 24, Rezultatele finale pentru primul tur al alegerilor prezidentiale: Calin Georgescu a obtinut 22,94% din
voturi, iar Elena Lasconi 19,18% ( Digi 24, 26 November 2024) available at: https:// in-georgescu-a-obtinut-2294-
din-voturi-iar-elena-lasconi-1918-3022181 accessed on 17 April 2025.

31 The Constitution of Romania, 1991, art 81.

32 A. Marincea, The rise of Calin Georgescu, Romania’s neo-legionary presidential candidate (RevDem, 5
December 2024), available at: https://revdem.ceu.edu/2024/12/05/rise-of-calin-georgescu/, accessed on 17 April
2025.

3 N. Doctor, G. Fiennes, C. O’Connor, NazTok: An organized neo-Nazi TikTok network is getting millions of views
(Insitute for Strategic Dialogue, 29 July 2024), available at: https:// iews/, accessed on 1 June 2025.

3 E.Denniss, R.Lindberg, Social media and the spread of misinformation: infectious and a threat to
public health (2025), 40(2) Health Promotion International, pag 34, available at: https://academic.oup.com/heapr

o/article/40/2/daaf023/8100645 accessed 1 June 2025.
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the normalization of extremist views, particularly when delivered through emotionally charged
messaging.® In this instance, political microtargeting propagated dangerous content in a typical
to the phenomenon - individualized, effective way to Romanians elections, which ultimately
led to his “win”.

On the 4th of December, intelligence documents were declassified, showing a highly
organized campaign for Georgescu on the platform TikTok, where 25000 accounts became
active and promoted him excessively 2 weeks before the election, and concluding that the
campaign was an an operation possibly linked to an undisclosed foreign state actor.*® Just two
days before the second round of elections between Calin Georgescu and the runner up Elena
Lasconi, on the 6th of December, the Constitutional Court of Romania decided to annul the
presidential elections, stating that the intelligence documents show interference with fair and
free elections.’” This decision was criticized by both candidates and led to an unprecedented
case in the history of Romania, which raised questions over the health of the democracy in the
country.®® As of this year, investigations are still ongoing, as Calin Georgescu and other
supporters of him have been charged in February 2025 with “incitement to actions against the
constitutional order” and “false information, false statements” for setting up an organization
with “fascist, racist or xenophobic characteristics” as well as forming an antisemitic

organization, and was banned from participating again in the new elections.>
3.2. TikTok as a Tool for Political Advertising and Voter Profiling

In order to better understand the microtargeting that took place during the elections, it
is important to analyze the role of the massive Chinese platform TikTok in the promotion and
campaigning of the candidate during the elections. Unlike previous elections dominated by
television debates and party rallies, in the 2024 campaigns, other types of promotion were also
used. These consisted of online short-form videos, influencer content, and viral trends with

limited transparency regarding who paid for or promoted the political content. This type of

35 B. Cammaerts, The neo-fascist discourse and its normalisation through mediation (2020) 15(3) Journal of
Multicultural Discourses, pag 241, 249, accessed on 1 June 2025.

36 Romanian Intelligence Service, Intelligence Note I declassified by CSAT (2024)

37 Constitutional Court of Romania Decision no. 32 on the annulment of the electoral process regarding the election
of the President of Romania in 2024 (6 December 2024) para 16 available at: https:// i-nr.-32-din-6-decembrie-
2024-privind-anularea-procesului-electoral-cu-privire-la-alegerea-Presedintelui.pdf accessed on 17 April 2025.

38 Digi 24, Elena Lasconi, dupa ce Curtea Constitutionald a anulat alegerile prezidentiale: ,, Statul roman a cdlcat
in picioare democratia (Digi 24, 6 December 2024), available at: https:// dentiale-statul-roman-a-calcat-in-
picioare-democratia-3036327 accessed on 17 April 2025.

¥ K. Verseck, Controversy over far-right Romanian politician Georgescu (DW, 2 February 2025), accessed on 17
April 2025.
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promotion was especially used by the “winning” candidate, Calin Georgescu, who took little to
no advantage of traditional promoting tools (participating in televised debates, banners, etc) yet
engaged in massive promotion on TikTok.

Romania had, at the time of the elections, more than 8 million users on TikTok.*’ Thus,
it comes as no surprise that most of the candidates had a TikTok account and tried to capture
possible voters’ attention through campaign related content. Calin Georgescu, however, gained
millions of views through clips aimed at inciting more anger towards the struggles of Romanian
voters by disseminating discriminating disinformation. Through this content, he managed to
use populism to appeal to a wide array of Romanian citizens.*! One of the many examples of
these videos is a video (gaining 5 million views) in which he claimed that Ukrainian refugee
children receive more allowance money than Romanian children, information that was later
fact-checked and found to be false*’. This example highlights how platforms with limited
automatic fact-checking capabilities become fertile ground for the unchecked spread of
disinformation by political actors, reaching vast audiences rapidly, and creating echo chambers.

Furthermore, videos from more than 100 Romanian influencers, gathering more than 2
million views, campaigned to viewers that they should vote for a candidate that shows “balance
and verticality,” hinting at the candidate Calin Georgescu.* While none of these posts were
marketed as paid publicity, all of them followed the same script promoting the importance of
voting for someone with the qualities which were claimed by the candidate himself. The
Romanian authorities found that there was indeed a paid campaign orchestrated through a media
company. The campaign made use of targeted hashtags and location-based content to further
politically target audiences, disguised as entertainment and free speech.*

Consequently, voters were targeted with potentially false or misleading information
without being aware that the content they are being shown is paid advertising and tailored to
them based on their personal data that they most likely previously did not expressly consented
to. The GDPR limitations to article 9 can be observed in this case, as consent is not explicitly

given for the sharing of political data, and other sensitive information yet microtargeting still

40°S. Kemp, Digital 2024: Romania (Data Reportal, 23 February 2024) available at: https://datareportal.com/repo
rts/digital-2024-romania, accessed 17 April 2025.

41 E. Trifan, From self-help to sovereignty: the rise of Calin Georgescu and Romania’s far-right mysticism (2025)
33(1) Journal of Contemporary Central and Eastern Europe, pag 221, 223, available at: https://www-tandfonline-
com.proxy ub.rug.nl/doi/full/10.1080/25739638.2025.2482398#abstract accessed on 1 June 2025.

428, Carlugea, How TikTok Fueled The Rise Of Romania's Far-Right Presidential Candidate Georgescu (Radio
Free Europe, 26 November 2024, accessed on 18 April 2025.

4 M. Neag, C. Tolontan, 1. Rosu and others, ANAF a descoperit cd PNL a plitit o campanie care I-a promovat
masiv pe Calin Georgescu pe TikTok (Snoop, 20 December 2024) available at: https://snoop.ro/anaf-a-descoperit-
ca-pnl-a-platit-o-campanie-care-1-a-promovat-masiv-pe-calin-georgescu-pe-tikto k/ , accessed on 18 April 2025.
4 Romanian Intelligence Service, Intelligence Note I declassified by CSAT (2024), accessed on 17 April 2025.
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occurs. This is due to the algorithm inferring sensitive data from other data points and the
preferences of the user in regards to the content they engage with.*> The issue is only
emphasized through the runaround found by actors on TikTok such as influencer promotions
which are targeted to specific audiences and are not shown on the public profile of the political
advertiser. Meanwhile, TikTok’s recommendation algorithm amplifies politically charged or
controversial content regardless of factual accuracy or intent, which endangers accuracy for

voters and poses the risk of political microtargeting.

3.3. Legislative and institutional responses

Institutional responses to the digital irregularities of the Romanian elections highlight
the regulatory fragmentation described in Chapter 2. The circumvention of rules on the
transparency of political campaigning on social media left open the possibility of mass PMT
occuring during the Romanian elections, due to unlabeled online advertising and a highly
organized campaign. The declassified Intelligence Notes revealed that the campaign was not
only facilitated by a highly skilled marketing firm, but also that the organizer had wide
knowledge about the TikTok algorithm, security policies, and ways of evading the
responsibility associated with posting targeted political content.*® TikTok also failed to delete
the content that the Permanent Romanian Electoral Authority flagged as propaganda and
requested deletion of, showing a lack of collaboration with the authorities. The content flagged
remained on the platform under “entertainment”, with no restrictions.*” This non-compliance
with the authorities and the national laws prompted the Permanent Electoral Authority to release
new rules in February 2025, in order to enhance the transparency of electoral campaigns,
particularly on social media.*® The new measures require that all electoral materials, including
those disseminated online, clearly disclose the identity of the candidate or political party,
indicate source of funding and whether targeting techniques were used - non-compliance with
these rules resulting in fines. Nevertheless, the late responses from the Romanian institutions,
the lack of transparency and timely investigational measures, as well as TikTok’s

noncompliance with the Romanian Authorities’ order pinpoint clear systematic risks.

4 M. Bésch, T. Divon, The sound of disinformation: TikTok, computational propaganda, and the invasion of
Ukraine (2024), New Media and Society 5081, 5099, available at: https://journals.sagepub.com/doi/full/10.1177/
14614448241251804, accessed on 1 June 2025.

46 Romanian Intelligence Service, Intelligence Note Il declassified by CSAT (2024), accessed on 1 June 2025.

47 Romanian Intelligence Service, Intelligence Note I declassified by CSAT(2024), accessed on 17 April 2025.

48 Permanent Electoral Authority, Decision No 9/2025 on the manner of promotion, dissemination, publication or
editing of political advertisements used in the electoral campaign for the elections for the President of Romania in
2025 (Official Gazette, Part I, No 214, 11 March 2025).
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Although the Constitutional Court annulled the elections, in response to the concerns of
illegal campaigning and manipulation of voters, the Venice Commission of the Council of
Europe raised concerns over the democratic principles that were violated by this decision.
Specifically, the Commission stated that the right of a Constitutional Court to act ex oficio must
be clearly regulated by law, and that several safeguards must be implemented - such as the right
to a fair hearing where evidence is presented, and the right to challenge the first instance court’s
decision in a court of law. Romania did not implement these safeguards in the law, and the court
did not invoke a provision of law in order to cancel the elections in the first place. This event,
however, illustrates how microtargeting, especially when combined with undisclosed funding
and foreign influence can undermine electoral integrity in ways that current legal frameworks
are ill-equipped to address, ultimately forcing constitutional courts into unprecedented
situations. The way in which the political microtargeting in this case, not only spread
misinformation to users, but influenced the fundamental democratic processes in Romania,
shows the grave danger of vague regulation and non-enforcement.

At European level, the European Commission launched in December an investigation
into TikTok’s compliance with the DSA, in response to these events and its handling of political
advertising transparency and risk mitigation duties during electoral processes.*’ Although no
formal findings have been published, The Commission’s preliminary finds over investigations
related to advertising started in February 2024°° claim that TikTok’s ad repository is in breach
of its obligations under the DSA. TikTok is, according to the Commission “not providing the
necessary information about the content of the advertisements, the users targeted by the ads,
and the funding for the advertisements.”” This has been seen in the Romanian elections, along
with the DSA’s dependence on the platforms to self-assess and mitigate systemic risks which
lead to delays in addressing issues. This case demonstrates that when platforms like TikTok
delay implementing risk-mitigation measures and ignore authorities’ takedown requests, the

prescribed safeguards intended to protect democratic processes prove ineffective.

4 Buropean Commission, Commission opens formal proceedings against TikTok on election risks under the
Digital Services Act (17 December 2024) available at: https://ec.europa.eu/commission/presscorner/detail/en/ip_
24 6487, accessed on 18 April 2025.

0 European Commission, Commission opens formal proceedings against TikTok under the Digital Services Act
(19 February 2024) https://ec.europa.eu/commission/presscorner/detail/en/ip_24 926 , accessed on 1 June 2025.
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3. THE FUTURE OF EU’S LEGISLATION REGARDING
POLITICAL MICROTARGETING

3.1. The Regulation on Transparency and Targeting of Political Advertising

To address the growing concerns over political microtargeting and its impact on
electoral integrity, the European Union has put forward the proposed Regulation on the
Transparency and Targeting of Political Advertising’!, which was adopted on 13th March 2024,
but only becomes fully applicable from October 2025. The Regulation’s recitals acknowledge
the risks of political microtargeting and its dangers to voters by segmenting them, exploiting
their vulnerabilities and by targeting them with messages that make them particularly
susceptible.

The act introduces a new definition for political advertising aiming at harmonizing the
rules throughout the Member States as preparation, placement, promotion, publication, delivery
or dissemination, by any means, of a message, (i) by, for, or on behalf of a political actor (unless
it is purely private or commercial), or (ii) liable to influence the outcome of an election or
referendum, the legislative process or voting behaviour. This definition covers ads on any
medium - from TV and print to online. Articles 11 and 12 of the Regulation ensure transparency
of the political advertisements by imposing transparency labels, which include: a clear
statement of their nature, identification of the sponsor, specification of the related election,
notification of targeting techniques, as well as easily retrievable transparency notices.

The Regulation also establishes the European Repository for online political
advertising, in order for the public to be able to track all the advertisements made in the Union
or aimed at citizens in the European Union. Furthermore, it also aims to prevent foreign
interference by imposing a ban on the provision of advertising services to third country
sponsors, 3 months before elections or referendums. Additionally, sensitive data as defined the
data defined as sensitive in the GDPR is strictly prohibited for profiling in political advertising.
The only lawful basis for targeting in political advertising involving sensitive data is the data
subject’s separate and explicit consent, which must be obtained both for the collection of the
data and its subsequent use for targeting purposes, in line with the strict conditions set out under
the Regulation. Furthermore, the actors’ targeting will have to ensure certain safeguards, such
as adopting internal policies that describe in plain language how targeting techniques are being

used, as well as maintaining records on the use of relevant techniques, mechanisms, and

51 Regulation (EU) 2024/900 Of The European Parliament And Of The Council of 13 March 2024 on the
transparency and targeting of political advertising [2024] OJ L, 2024/900.
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parameters. Empowering users to understand the techniques for advertising is done by
providing them with the information necessary to understand the logic involved in the
parameters being used.

Nevertheless, the regulation fails to prohibit the use of inferred data from general sets
of data that could still end up being in their nature - sensitive. The prohibitions imposed might
not be enough if the users, while not giving consent, still get their sensitive data inferred and
used for profiling, even when not consenting.’> While Recital 79 acknowledges the risk that
special categories of data may be inferred from other types of information and prohibits the use
of such inferred data, the provisions of the Regulation fail to clearly outlaw this practice. This
gap leaves room for interpretation, thereby preserving existing consent loopholes.

Another point worth discussing is microtargeting still being allowed on the basis of
consent from users. Even if consent was explicitly given, excluding the limitations already
discussed, it’s still important to take into consideration the fact that, if political microtargeting
is generally considered harmful and a danger to democracy, as well as subject to legal
enforcement, allowing users to give consent is not likely to be effective against it.>> As shown
in the Romanian elections, political microtargeting can be a grave danger to the democratic
processes, and have great impact on the future of a country. While political advertising is
essential for freedom of expression and democratic debate, the use of consent as a legal basis
for possibly targeted practices exposes a potential gap in the current regulatory framework. It
remains to be seen whether the transparency obligations introduced by the Regulation on the
Transparency and Targeting of Political Advertising will be sufficient to close this gap in
practice, by making political targeting more visible and accountable to both regulators and the

public.

3.2. Strengthening the Legal Framework

The Romanian election case study illustrates the ways in which exploitation of platform
vulnerabilities, and gaps in legislation through political microtargeting online can undermine
the democratic processes. The adoption of new legislation such as the Regulation on political

advertising and DSA represents an important step taken by the EU in addressing critical

32 A. Allen, New EU Rules on Political Advertising Set to Have Limited Impact on Advertising Ecosystem (Center
for Democracy and Technology, 20 March 2024), available at: https://cdt.org/insights/new-eu-rules-on-political-
advertising-set-to-have-limited-impact-on-advertising-ecosystem, accessed on 18 April 2025.

33 N.Witzleb, M. Peterson, Micro-targeting in Political Campaigns: Political Promise and Democratic Risk
(Cambridge University Press, 2021).
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challenges in electoral campaigning. These acts recognize the need for proactive obligations of
Member States to safeguard electoral integrity in the digital age.

To ensure the effectiveness of these new tools and prevent future occurrences of the
type of manipulation seen in Romania, the EU should prioritize several areas. Firstly, ensuring
the harmonized and clear application of the guidelines for transparency, prescribed by the new
legislative acts, is essential. This includes supervising the implementation of the financial
disclosures, accessible ad repositories, and effective accountability regarding targeting
practices. Secondly, the fundamental principles of data protection enshrined in the GDPR and
the ePrivacy Directive must be rigorously enforced with political microtargeting, necessitating
mandatory Data Protection Impact Assessments and regular reporting on PMT activities, as
well as prompt investigations into the platforms which are refusing to comply with their
obligations.

Through enforcement mechanisms, there is a need to ensure that social media platforms
grant data access to independent, vetted researchers, as already prescribed by the DSA and the
new Regulation on political advertising. This is essential to break the opacity of platform
operations, particularly regarding content moderation and algorithmic amplification of
politically charged content. The legal framework should also support the development of
independent fact-checking organizations through sustainable, transparent funding.>* While
collaborations with platforms can enhance the visibility and impact of fact-checks, reliance on
funding from these same companies risks undermining their independence. Therefore, publicly
backed funding mechanisms should be established to ensure these organizations can operate
autonomously and effectively, especially in high-risk contexts such as elections.

Additionally, as it is virtually impossible to control and assess all the political content
propagated online, it is important to develop media literacy programs and include disclaimers
and links towards educational materials on platforms for citizens to be able to critically evaluate
the content they are presented with online and to actively verify it. Awareness about political
microtargeting in citizens and increased transparency over political manifestos by candidates
would also benefit the democratic purposes, as users learn the difference between personalized
informational content and manipulative targeted content. Member States could actively
promote media literacy through public awareness campaigns offline as well as online, in

collaboration with the platforms by providing tools to verify information online regardless of

3 J. Kroger, E.Errenst, N. Nau, Mitigating the Risks of Political Microtargeting Guidance for Policymakers, Civil
Society, and Development Cooperation, (Deutsche Gesellschaft fiir Internationale Zusammenarbeit (GIZ) GmbH
2024), 56, accessed on 1 June 2025.
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whether it is advertising or not. By having informed users, transparent techniques of targeting
online, the EU can effectively fight against PMT and ensure the protection of democratic

electoral processes.

CONCLUSION

This thesis aimed to answer the central research question: ‘Can the current EU legal
framework and national legislative measures regulate political microtargeting?’ The answer,
based on the legal analysis done, is - partially, but not yet effectively. The current research
shows that political microtargeting employed during campaigns in digital spaces poses a serious
threat to electoral integrity and democratic participation. By leveraging personal data - often
without explicit and valid consent - and delivering tailored and manipulative advertisements to
vulnerable or undecided voters, PMT takes away from the transparency and fairness essential
to democratic elections. As the Romanian 2024 annulled presidential elections proved, these
risks are no longer hypothetical, but immediate and consequential.

While existing frameworks such as the GDPR and DSA introduced important
protections related to data processing and platform accountability, they were not originally
designed to regulate political advertising in a digital context. The Regulation on Political
Advertising, adopted in 2024, marks a significant step forward by directly targeting the
practices of online political promotion. It introduces unified definitions, mandatory
transparency measures, and restrictions on the use of sensitive data and foreign influence.

It is promising that the EU has acknowledged the specific risks of political
microtargeting and adopted legislation to mitigate them. However, since the Regulation will
only become fully applicable from late 2025, its real-world impact remains to be assessed. The
effectiveness of these new measures will depend not only on robust enforcement and
cooperation across institutions, but also on political will and platform compliance. However,
the 2025 national reforms inspired by the Regulation of political advertising show early signs
of progress, reflecting how EU guidance can shape better enforcement at Member State level.
Whether these developments will meaningfully improve the integrity of European elections and
ensure greater protection for citizens remains a crucial question for future evaluation. What is
certain - is that the new Regulation shows the first steps taken by the EU toward defending its

democratic values against the rising threat of political microtargeting in the digital age.
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